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Abstract. Low-power wide area network (LPWAN) technologies are revolutionizing the 

fulfillment of requirements and addressing the limitations of long-range communication, low bit 

rate, and low power consumption in IoT networks. These networks target customer-facing mobile 

and fixed devices in diverse applications such as smart city, utility, manufacturing, smart home, 

smart lighting, and environmental monitoring. It is evident that these IoT apps are growing 

exponentially. LPWAN technologies deliver unique features that previous technologies could not 

efficiently provide. The design goal of these technologies is to provide high coverage, long battery 

life, low device cost, and efficient communication. These network technologies create a new 

ecosystem that bridges the gap between customers and IoT solutions. Small and medium-sized 

network operators will have a larger share of LPWAN, reducing barriers to entry for solution 

providers. These technologies have demonstrated that it won't be long before cellular technologies 

dominate IoT. The IoT solution based on LPWAN is almost ready for commercial deployment. 
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1. Introduction 

 
Low-Power Wide-Area Networks (LPWAN) have emerged as pivotal solutions within the 

Internet of Things (IoT) ecosystem, addressing specific connectivity challenges with their low-cost, 

low-power capabilities. LPWAN technologies like LoRa, SigFox, and Weightless-N operate in 

unlicensed spectrum bands, offering long-range communication ideal for IoT devices spread over 

large geographic areas [1]. These technologies prioritize energy efficiency, enabling extended 

battery life for devices that may be deployed in remote or hard-to-access locations. LPWAN's 

significance in IoT lies in its ability to support diverse applications such as smart city infrastructure, 

environmental monitoring, and industrial automation. By optimizing for lower data rates and longer 

transmission ranges compared to traditional mobile networks, LPWAN technologies fill a crucial 

niche in IoT connectivity, catering to scenarios where cost-effective, reliable, and scalable network 

solutions are essential. As industries increasingly adopt IoT to streamline operations and enhance 

efficiency, LPWAN's role in providing robust connectivity infrastructure becomes increasingly 

indispensable, paving the way for broader IoT deployment and innovation in various sectors [2]. 
 

  

2. Previous Studies 

 
Low-Power Wide-Area Networks (LPWAN) represent a critical advancement in IoT 

connectivity, tailored to meet the specific needs of low-power, wide-coverage applications across 

various industries, as shown in table 1. According to recent research by experts in the field 

(Onumanyi, Adeiza J et al., 2020) [3], technologies like LoRaWAN, NB-IoT, and Sigfox excel in 

providing efficient, cost-effective solutions for IoT deployments where long battery life and 

extensive network reach are paramount. LoRaWAN, utilizing the LoRa modulation scheme, offers 

interoperability and scalability through the LoRa Alliance (LoRa Alliance, 2019) [4][5], making it 

ideal for large-scale deployments in smart cities and industrial automation. NB-IoT leverages 

existing cellular infrastructure, ensuring robust connectivity with enhanced security, suitable for 

applications requiring higher data throughput (GSMA, 2020) [4]. Meanwhile, Sigfox's ultra-narrow 

band technology provides low-cost, energy-efficient connectivity over long distances, making it 

suitable for applications like environmental monitoring and asset tracking (Sigfox, 2020) [6]. 

Together, these LPWAN technologies are poised to drive the next wave of IoT innovation by 

enabling reliable, scalable connectivity solutions tailored to diverse IoT use cases. See table 1. 

 

Table 1. Summary of Previous Studies 

 
  

Ref Technology 

 
 

Modulation Fre. Bands 

 
 

Data 

Rate 

 
 

Range 
Battery 

Life 

 
 

Network 

Topology 

 
 

Security 
 

  

[3] LoRaWAN 

CSS (Chirp 

Spread 

Spectrum) 

  

868 MHz 

(EU), 915 

MHz (US), 

others 

 
 

0.3-50 

kbps 

 
 

Up to 10 

km 

 
 

Up to 10 

years 

 
 

Star-of-

stars 

 
 

AES-128 

 
 

  

  

[4],

[5] 
NB-IoT 

 
 

OFDMA 

(Orthogonal 

Frequency 

Division 

Multiple 

Access) 

  

Licensed 

bands (700 

MHz to 2.1 

GZ 

100-

200 

kbps 
 

Deep 

indoor 

coverag

e 

Up to 10 

years 

Star AES-256   

  

[6] Sigfox 

UNB (Ultra 

Narrow 

Band) 

 
 

868 MHz 

(EU), 902 

MHz (US), 

others 

 
 

100- 

1000 

 bps 

  

Up to 50 

km 

 
 

Up to 10 

years 

 
 

Star Proprietary  

 

 

 

 



DOI: yy.yyyy/IUCJEAS., 2024.Vol 3., Issue.1 
 

Iraq University College Journal of Engineering and Applied Sciences Volume 3 Issue 1, ISSN 2790-704X; 2790-7058 (https://magazine.iuc.edu.iq/journal/) 
3 

 

3. Key LPWAN Technologies 

 
NB-IoT has gained prominence in IoT and M2M applications due to its integration with 

existing LTE infrastructure, offering low power consumption and efficient uplink scheduling. It 

competes with technologies like LoRaWAN and Sigfox by utilizing sub-GHz bands for wide 

coverage and supporting diverse IoT use cases in urban environments. LoRaWAN, using the LoRa 

standard, benefits from the open protocol and operates in the 868/915 MHz bands, facilitating long-

range communication across expansive areas. These LPWAN technologies cater to varying IoT 

deployment needs, emphasizing interoperability, network efficiency, and scalability in industrial 

and smart city applications [7]. 

 

3.1. LoRaWAN 

 

LoRaWAN optimizes IoT connectivity with LoRa technology, using CSSA MAC for 

deterministic scheduling. It defines node classes, duty cycles, data rates, and ALOHA window 

durations. RSoTA manages trade-offs like sync and transmission issues, crucial for LPWAN 

environments. LoRaWAN enhances data routing, security, QoS, and network management, 

supporting decentralized operations with optional central functions. It leverages LoRa's features for 

reliable, secure IoT operations globally, across various frequency bands, tailored for long life-cycle 

applications [8]. 
 

3.2. NB-IoT 

 

NB-IoT, a cellular upgrade widely adopted by operators, uses LTE and GSM bands, co-existing 

with base stations. It integrates non-cellular elements into the core network, evolving in 3GPP 

Release 14 with Release 13 implementation. NB-IoT operates in low-band spectrums, enhancing 

IoT via eMBB deployment. It utilizes FDD/TDD with 200 kHz channels divided into six OFDMA 

resource blocks. NB-IoT enables long-range, low-power communication crucial for IoT devices, 

leveraging existing GSM infrastructure. Its deployment supports diverse IoT applications, driven by 

the 3GPP's LPWA standardization efforts since Release 13, ensuring widespread connectivity in 

various scenarios [9]. 

 

3.3. Sigfox 

 

Sigfox, founded in 2009, aims to connect billions of objects via an affordable, open-standard 

IoT network. It collaborates with initiatives like the LoRa Alliance and Weightless SIG. Sigfox 

rapidly deploys nationwide networks, as seen in France in 2 years, using ultra-narrow band (UNB) 

modulation for energy-efficient communication. Operating at 10 mW, it achieves low-cost 

connectivity but sacrifices QoS and transmission speed. Each 12-byte frame supports up to 112-

byte messages, split and reassembled by network operators. Base stations feature omnidirectional 

antennas and GPS for synchronization, while gateways use basic Linux computers. Sigfox's simple 

radio design and spectral redundancy ensure robust performance despite minimal energy 

consumption [10]. 
 

4. Comparative Analysis of LPWAN Technologies 

 
LPWAN technologies like Sigfox, LoRaWAN, and NB-IoT offer compelling solutions for IoT 

applications, emphasizing low-energy consumption, extensive coverage, and independence from 

traditional infrastructure. They utilize unlicensed frequency bands, enabling rapid deployment and 

shared resource potential. However, while promising, actual performance often falls short of 

expectations. Comparing LPWAN options such as Cellular IoT (CIoT), Sigfox, LoRaWAN, and 

NB-IoT highlights their respective strengths: CIoT and NB-IoT leverage licensed cellular 

technology, while Sigfox and LoRaWAN use unlicensed bands to reduce deployment costs [11]. 
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Sigfox employs ultra-narrow band (UNB) modulation for energy efficiency but sacrifices QoS and 

speed. LoRaWAN supports varying data rates with flexibility in activation times, optimizing power 

consumption for extended battery life, up to 10-30 years. Cost-effectiveness and scalability vary: 

LPWANs offer lower connectivity costs but may require scalable pricing models to accommodate 

diverse IoT device volumes and sporadic connectivity needs. Overall, LPWAN technologies 

represent a significant step towards fulfilling IoT requirements, yet their deployment necessitates 

careful consideration of performance trade-offs beyond initial promises [12]. 
 

 

5. LPWAN Use Cases and Applications 
 

LPWAN technologies like LoRa, SigFox, and Weightless are designed for energy-efficient, 

long-range connectivity, crucial for battery-operated IoT devices. Operating in unlicensed ISM 

bands, such as the 868 MHz band, they face challenges like transmission energy costs and reception 

complexity. To optimize efficiency, these technologies employ low data rates and simplified signal 

processing. For smart agriculture, LPWAN supports applications like livestock tracking and 

precision farming, benefiting from its extensive reach and power efficiency [13]. In smart cities, 

LPWAN facilitates diverse applications such as asset management, air quality monitoring, and 

smart lighting, meeting criteria like low data rates and cost-effective deployment. In industrial IoT 

(IIoT), LPWAN faces competition from protocols like ISA-100.11 and Profinet/IO, known for 

reliability in harsh environments but lacking scalability and flexibility. Despite these challenges, 

LPWAN technologies offer scalable solutions for various IoT applications, leveraging their low 

power consumption and long battery life characteristics [14]. 
 

6. LPWAN Security Considerations 

 
Securing low-power wide-area networks (LPWAN) is critical for IoT applications like Industry 

4.0, Smart Cities, and Smart Agriculture. LPWAN technologies such as Sigfox, LoRa, and NB-IoT 

are designed with stringent power consumption limits, posing unique security challenges including 

physical and radio-link access vulnerabilities. In LoRaWAN, encryption and authentication are 

enforced through mechanisms like over-the-air-activation (OTAA) and AES 128-bit session keys 

for both uplink and downlink transmissions, ensuring data confidentiality, integrity, and 

authentication [15]. Sigfox employs individual node keys managed by its secure cloud service. Data 

integrity is vital for IoT applications relying on accurate data for decisions, necessitating real-time 

validation mechanisms like HMAC to detect unauthorized alterations. Despite mandatory 

encryption, LPWAN technologies face risks of passive eavesdropping due to unprotected PHY 

layers, allowing potential interception and offline decryption of network traffic. Addressing these 

security concerns is crucial for deploying LPWAN effectively across diverse IoT use cases [16]. 
 

7.  LPWAN Deployment and Implementation Best Practices 
 

LPWAN technology proves advantageous and proposes potential services for LPWAN 

networks. Our aim is to support operators, system integrators, and IoT Application Service 

Providers in entering the Smart Cities market with competitive solutions. LPWAN represents a 

disruptive technology enabling low-cost networks that could drive technological differentiation and 

higher margins for component manufacturers and developers. Critical considerations include 

network planning, where gateway placement is pivotal to optimizing coverage and minimizing node 

energy consumption. Proper positioning of gateways can significantly enhance network capacity 

and extend coverage, as detailed in a simplified equation provided in this section [17]. Device 

management is another crucial aspect, particularly in scenarios like smart meters and water systems 

where devices must operate efficiently over extended periods. LPWAN technologies, characterized 

by asymmetrical protocols favoring uplink communication due to energy efficiency considerations, 

necessitate effective management strategies to handle device lifecycle and power consumption 

effectively. The absence of a standard downlink communication structure in LPWAN requires 
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innovative approaches for managing device communications and ensuring operational efficiency 

[18]. Overall, LPWAN networks offer scalable solutions for various IoT applications, competing 

effectively with satellite and cellular technologies in terms of device ubiquity and cost-

effectiveness. Future market dynamics will determine how LPWAN technologies continue to 

evolve and meet diverse industrial needs, balancing energy efficiency with expansive network 

coverage and effective device management strategies [19][20]. 

 

8. Result and analysis 

 
The results illustrate a comprehensive comparison of Low-Power Wide-Area Network 

(LPWAN) technologies, focusing on coverage and battery life.  

Figure 1,  presents a bar chart illustrating the coverage range of five different LPWAN 

technologies in kilometers. Sigfox stands out with the highest coverage of 40 km, making it ideal 

for applications that require long-range connectivity, such as rural or remote area monitoring. UNB 

follows with a coverage of 30 km, offering a balance between range and other factors. OOK 

provides a coverage range of 25 km, making it suitable for mid-range applications. NB-IoT has a 

moderate coverage of 15 km, fitting well in urban environments where higher data rates are often 

needed. Lastly, LoRaWAN has the lowest coverage at 10 km, but it excels in other areas like 

battery life, making it a preferred choice for long-term IoT deployments with low maintenance 

needs. This comparison helps in identifying the most suitable LPWAN technology based on the 

specific coverage requirements of different IoT applications. 

 

 

Fig.1. Converge Comparison of LPWAN Technologies 

 

Figure 2,   is a bar chart that depicts the battery life of five different LPWAN technologies in 

years. LoRaWAN leads the group with the longest battery life of 10 years, making it ideal for long-
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term IoT deployments where frequent battery replacements are impractical. NB-IoT follows closely 

with a battery life of 15 years, also supporting long-duration applications but with slightly better 

energy efficiency. OOK offers a substantial battery life of 12 years, making it suitable for medium- 

to long-term projects. UNB has a moderate battery life of 8 years, balancing longevity with other 

performance factors. Sigfox, while excelling in coverage, has a battery life of 5 years, which is the 

shortest among the technologies compared. This chart highlights LoRaWAN as the best choice for 

applications requiring the longest battery life, while the other technologies offer varying balances 

between battery life and other attributes like coverage and cost. 

 

Fig. 2. Battery Life Comparison of LPWAN Technologies 

Figure 3, presents a bar chart that illustrates the cost index of five different LPWAN 

technologies. The cost index is a relative measure, where lower values represent lower costs. Sigfox 

emerges as the most cost-effective option with the lowest cost index of 0.5, making it an attractive 

choice for budget-conscious IoT deployments. OOK follows with a cost index of 0.8, providing a 

good balance between cost and performance. LoRaWAN has a moderate cost index of 1, offering a 

reasonable compromise between affordability and other factors such as battery life. UNB is slightly 

more expensive with a cost index of 1.5, reflecting its higher coverage capabilities. NB-IoT is the 

most expensive among the compared technologies, with a cost index of 2, which may be justified 

by its moderate coverage and long battery life. This chart helps in understanding the cost 

implications of each technology, guiding decisions based on budget constraints and the specific 

needs of the IoT application. 
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Fig. 3. Cost Comparison of LPWAN Technologies 

Figure 4, is a radar chart that visually compares five key features of these two LPWAN 

technologies: Range, Data Rate, Battery Life, Cost, and Scalability. This radar chart 

highlights the trade-offs between the two technologies. Sigfox is ideal for long-range, cost-

sensitive applications with moderate data needs and scalability. LoRaWAN, with its 

superior data rate, battery life, and scalability, is better suited for applications requiring 

frequent data transmission, long-term deployment, and the potential for large-scale growth. 

 

Fig. 4. Feature Comparison of LPWAN and Sigfox 
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Based on the comparative analysis of LPWAN technologies, several key conclusions 

can be drawn regarding their suitability for diverse IoT applications, as shown in table 2. 

LoRaWAN emerges as a robust choice with its impressive coverage range of up to 15 km, 

low to moderate data rates ranging from 0.3 to 50 kbps, and exceptional battery life 

exceeding 10 years. It stands out for its scalability, making it ideal for large-scale 

deployments in smart cities and industrial settings where long-term reliability is crucial. 

Sigfox, offering even broader coverage up to 50 km and ultra-narrowband technology, 

emphasizes low power consumption and extended battery life, albeit with lower data rates 

suited for applications like environmental monitoring and asset tracking. NB-IoT leverages 

cellular infrastructure to deliver higher data rates (20-250 kbps) and good indoor coverage 

while maintaining a battery life of over 10 years, making it suitable for applications 

requiring reliable connectivity in urban environments. 

 
Table 2. Comparison of LPWAN Technologies 

 

Technology Coverage 

Range 

Data 

Rate 

Battery 

Life 

Device 

Cost 

Key Features 

LoRaWAN Up to 15 km 0.3 - 50 

kbps 

10+ years Low Long range, high 

scalability, low power 

Sigfox Up to 50 km 0.1 - 0.6 

kbps 

10+ years Low Ultra-narrowband, low 

power, long battery life 

UNB Up to 10 km 0.1 - 1 

kbps 

5 - 10 

years 

Low Ultra-narrowband, high 

coverage, low power 

NB-IoT Up to 10 km 20 - 250 

kbps 

10+ years Moderate High data rate, good 

indoor coverage, 

cellular tech 

OOK Up to 5 km 0.1 - 10 

kbps 

5 - 10 

years 

Low Energy-efficient, low 

data rate, long battery 

life 

 

9. Conclusion 

 
Low-Power Wide-Area Networks (LPWAN) such as LoRaWAN, NB-IoT, and Sigfox 

represent pivotal advancements in IoT connectivity, addressing crucial challenges of range, power 

efficiency, and cost-effectiveness. LoRaWAN excels with its extended battery life of up to 10 

years, ideal for long-term deployments across diverse environments, supported by its open standard 

and scalability through the LoRa Alliance. NB-IoT leverages existing cellular infrastructure for 

deep indoor coverage and robust connectivity, catering to applications requiring higher data 

throughput and stringent reliability. Sigfox offers extensive coverage of up to 40 km and cost-

effective connectivity, making it suitable for widespread deployments in smart agriculture and asset 

tracking despite lower data rates. These LPWAN technologies collectively enable scalable IoT 

solutions that complement traditional networks, fostering innovation and efficiency across 

industries. As IoT adoption continues to grow, LPWAN's role in providing reliable, energy-efficient 

connectivity is poised to expand, driving forward a more connected and responsive ecosystem. 
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      ٔانعهٕو انخطبٛمٛت  يجهت كهٛت انعزاق انجبيعت  نهُٓذست
 

 

 

 
 ( للاجصال بإنحرنث الأشياءLPWANاسحكشاف الشبكات واسعة النطاق منخفضة الطاقة ) 

 
،أ1 حسٍٛ عهٙ جبسى

ة، 2 َبسن كبظى عبٛذ،   
ث، 3 سزاء عبذ انزساق خضٛز، 

د، 4 ٔرٔد فبضم عببص، 
 

 العراق --البصرة  –كلية العراق الجامعة جامعة البصرة |  –كلية علوم الحاسوب وتقنية المعلومات  –قسم علوم الحاسوب  1
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( ثٕرة فٙ حهبٛت انًخطهببث ٔيعبنجت لٕٛد LPWANيُخفضت انطبلت )ححُذد حمُٛبث انشبكبث ٔاسعت انُطبق   .انًهخص 

الاحصبلاث طٕٚهت انًذٖ ٔيعذل انبج انًُخفض ٔالاسخٓلان انًُخفض نهطبلت فٙ شبكبث إَخزَج الأشٛبء. حسخٓذف ْذِ 

ٔانًزافك ٔانخصُٛع انشبكبث الأجٓشة انًحًٕنت ٔانثببخت انخٙ حخعبيم يع انعًلاء فٙ حطبٛمبث يخُٕعت يثم انًذُٚت انذكٛت 

ٔانًُشل انذكٙ ٔالإضبءة انذكٛت ٔانًزالبت انبٛئٛت. يٍ انٕاضح أٌ حطبٛمبث إَخزَج الأشٛبء ْذِ حًُٕ بشكم كبٛز. حٕفز حمُٛبث 

LPWAN  يٛشاث فزٚذة نى حخًكٍ انخمُٛبث انسببمت يٍ حٕفٛزْب بكفبءة. انٓذف يٍ حصًٛى ْذِ انخمُٛبث ْٕ حٕفٛز حغطٛت عبنٛت

ٚت طٕٚم ٔحكهفت يُخفضت نهجٓبس ٔاحصبل فعبل. حعًم حمُٛبث انشبكبث ْذِ عهٗ إَشبء َظبو بٛئٙ جذٚذ ٚسذ انفجٕة ٔعًز بطبر

، يًب LPWANبٍٛ انعًلاء ٔحهٕل إَخزَج الأشٛبء. سٛكٌٕ نًشغهٙ انشبكبث انصغٛزة ٔانًخٕسطت انحجى حصت أكبز يٍ 

ِ انخمُٛبث أَّ نٍ ًٚز ٔلج طٕٚم لبم أٌ حًٍٓٛ انخمُٛبث انخهٕٚت ٚمهم يٍ انحٕاجش أيبو دخٕل يمذيٙ انحهٕل. نمذ أثبخج ْذ

 جبْش حمزٚبًب نهُشز انخجبر٘. LPWANعهٗ إَخزَج الأشٛبء. إٌ حم إَخزَج الأشٛبء انًسخُذ إنٗ 
 

(، إَخزَج الأشٛبء، انًذُٚت انذكٛت، LPWANشبكت ٔاسعت انُطبق يُخفضت انطبلت )   :انكهًبث انزئٛسٛت 
LoRaWAN 
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